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This presentation is intended to give general guidance. Itis
not intended to be comprehensive nor to provide any
specific legal advice and should not be relied upon as legal
advice. Attendees should seek professional advice on each
particular factual situation. The opinions expressed herein
are the author’s and not necessarily those of Compliance
Ireland

The material in this presentation (except for newspaper clippings and material of other third parties)
is the copyright of Compliance Ireland Regulatory Services Limited and may not be
reproduced without written permission.
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About Compliance Ireland

Compliance Ireland provides regulatory consulting and training services to IFSRA and FSA
regulated firms and to solicitors, government, accountants, estate agents, telecons and other
businesses in respect of their various regulatory obligations. Areas covered include financial
services, anti-money laundering, data protection, risk assessments and business coaching.

Peter Oakes, is a Solicitor (Ireland, UK & Australia? with 17 years of experience working in financial
services regulators and financial institutions in Dublin, London and Sydney. He holds membership
of ACAMS (the international anti-money laundering group) and Association of Compliance Officers
(Ireland). Peter is appointed to the Panel of Assessors by the Financial Regulator and is a non-
executive director an international investment manager. In addition to working in capital markets,
investment management and fund administration as a Lawyer, Compliance Officer and Money
Laundering Reporting Officer, Peter was responsible for data protection compliance in Ireland & the
UK.

Email peter@complianceireland.com

Kevin O’Doherty is a Fellow of the Institute of Chartered Accountants in Ireland with 17 years
experience working in mutual funds and related financial services. In addition to 8 years experience
as board director of an Irish funds custodian, Kevin has served as MLRO for many Irish authorised
funds and managers. Kevin is a non-executive director an international investment manager

Email kevin@complianceireland.com

Contact details: Compliance Ireland , Lower Ground Floor, 13 Adelaide Rd, Dublin 2
www.complianceireland.com _ www.antimoneylaundering.ie www.mifid.ie  www.privacy.ie
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Data protection laws seek to strike a balance between the individual's
privacy rights with the rights of compliers and users of personal data to
communicate/use this data (i.e. commercial users claim ‘freedom of
expression’ as a right) in a manner that is:

fair

transparent

proportionate

Because
threats to privacy increasing
privacy is an accepted fundamental social value
greater awareness of rights
greater assertion of rights

greater interest by the Data Protection Commissioner (‘DPC’) (and other
regulatory authorities: Ireland — Financial Regulator & NCA / UK - FSA)
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Figure 2: Breakdown of Complaint by Data Protection Figure 3: Complaints received since 2000

issue Year Complaints Received
Direct Marketing 5% 2000 131
sI535 52% i 2
. 2002 189
Access Rights 18%
2003 258
i 0
Disclosure 10% 2004 385
Accuracy 2% 2005 300
Other 13% 2006 658
2007 1037
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Access Rights

Inlastyear's Annual Report, Ireferred to aradical change
in my Office’s approach to resclving complaints from
data subjects concerning access requests. | indicated
that our emphasis now is on enforcement. This reflects
my view that the right of access is at the heart of data
protection rights; at the most fundamental level, it
enables people to know what personal data is being
held about them and, therefore, to begin to exercise
control over how that data is used.
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Personal Data =

data relating to living individual who is or can be identified from
the data or from the data in conjunction with other information
that is in, or is likely to come into, the possession of the data
controller
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Processing (personal/sensitive personal data) =

performing any operation on the information or data
(either manually or automatically) including -

(a) obtaining, recording or keeping the information, or

(b) collecting, recording, organising, storing, altering or
adapting the information or data,

(c) retrieving, consulting or using the information or data,
(d) disclosing the information or data by transmitting,
disseminating or otherwise making it available, or

(e) aligning, combining, blocking, erasing or destroying
the information or data;

The only thing missing is ‘thinking’ about the data’!
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Straightforward

Data Subject = means an individual who is the
subject of personal data

‘ herese O'Brien =
data subject

L= oo L i
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Billy Hawkes example
By itself, the name Billy Hawkes is arguably not _ personal data because

the living individual (Mr Hawkes) cannot be identified from this data alone
(i.e. the name) but what if we had:

1. Office of the Data Protection Commissioner, Canal House, Station Road,
Portarlington, Co. Lacois OR
2. 'Fernside’, 24 Oakmead Road, Rathgar, Dublin 6 OR

3. Billy.Hawkes@dataprotection.ie OR

4 and/or 5. Bank Account No/Sort Code

6. Driver’s Licence No. /
Garda driving record
7. Medical Assessment Report

8. IT identifier/staff No. (for web/e-
CIRSPresentationDP20081118 to ICS Privacy ﬁei&lm monitoring
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A. Billy Hawkes example continued:
What if we only had:

Data Protection Commissioner
and
Mailing address (home or office)

Could we argue that this is business data and not Mr Hawkes’ personal data?

Is the title ‘Data Protection Commissioner’ sufficient by itself to constitute the
personal data of Mr Hawkes on each and every occasion?

B. Is this personal data: Chief Executive Officer, Acme Financial Services
Limited, 52 Harcourt Street, Dublin 2 (any difference if title is ‘Compliance
Officer’?)

and thus subject to all the usual safeguards and rights under the Data
Protection Acts?

arguably so (see Opinion 4/2007 on the concept of personal data by Article 29 Data
Protection Working Party (DPWP))
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Sensitive Personal Data =
personal data as to -

(a) the racial or ethnic origin, the political opinions or the
religious or philosophical beliefs of the data subject,

(b) whether the data subject is a member of a trade-union,

(c) the physical or mental health or condition or sexual life
of the data subject,

(d) the commission or alleged commission of any offence
by the data subject, or

(e) any proceedings for an offence committed or alleged to
have been committed by the data subject, the disposal of
such proceedings or the sentence of any court in such
proceedings
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Religious belief - Catholicism

Mental Condition -
autism/depression

Ethnic origin (e.g. Jewish,
Anglo Saxon not nationality)
Trade Union — Member of

SIPTU Sexual Life — sexual

Physical Health — Heart preference

murmur Commission/alleged

Physical Condition — Amputee commission/disposal of

Mental Health — Schizophrenia offence — court
convictions/prosecutions
pending

Question: Where does financial wealth/standing sit?
e.g. source of funds in context of customer due diligence (AML/CFT)
e.g. of source of wealth customer due diligence (AML/CFT)

CirsprelRATBSEAHT A B € Bl ReiDy) Mahly confidential persona data
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Biometric systems

These operate on the basis of automatic identification or
authentication/verification of a person

Examples — recognition of individual through scans (i.e.
processing) of face, fingerprints, iris and voice etc

Such a system was planned by the National Gallery of
Ireland for use as a ‘clocking-in’ system for staff

Would result in processing of both personal and sensitive
personal data

Led to DPC publishing guidelines
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Priests
make it
a private
prayer

EXCUSE ME- I TRYING
To HAVE A PRIVATE
CONVERGATIEN HgRe ¢

Ala

and Sarah Keenlyside
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We must:

1. Obtain and process data fairly
Keep it only for specified & lawful purposes

Process only in ways compatible with the purposes
for which it was given to us initially

Keep it safe & secure

Keep it accurate & up-to-date

Ensure that it is relevant & not excessive
Retain it no longer than is necessary
Give access to data on request

w N

© N OB~
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Dear ...

| wish to make - Work is on the way!
y.
an access

request .... ‘ ,
Access requests’ are

not prescribed forms
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Some case studies:

Baxter Healthcare — refusal to release medical repor  t rejected [2/2007]
Money Corp Limited — fail to respond fully to an Acce ss Request [8/2007]
Garda - extensive delay in answering an Access Reque st [9/2006]
Barcode/Westwood — non furnishing of CCTV data reque  sted [11/2006]
Life assurance company and medical reports - access denied [2/2005]

Access request - legal advice that it should not be granted because of High
Court proceedings [3/2005]
Employer refused to furnish copy of employee’s medi cal report. Employer

mistakenly relied upon  sec 5(1)(g) (claim of privilege) to justify refusal
[1/2004]

Consider also
Access Requests can be all natural persons (includi ng employees)

If you don't release all relevant information tore  quester (without lawful
grounds), will this prohibit you from relying upon such information before an
employment tribunal?

Section 4(4A) — Opinions given in confidence
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Data Protection Acts - Section 3

“An individual who believes that a person keeps personal data shall, if he
S0 requests the person in writing:

(a) be informed by the person whether he keeps any such data,
and
(b) if he does, be given a description of the data and the

purposes for which they are kept, as

soon as may be and in any event not more than 21 days after the request
has been given or sent to him”.

Note: Gives right to establish existence of personal data
Response time = 21 days
No_prescribed fee
CIRSPresentationDP20081118 to ICS Privacy Forum
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Data Protection Acts — Section 4

“Subject to the provisions of this Act, an individual shall, if he or she
SO requests a data controller by notice in writing-

i. be informed by the data controller whether the data
processed by or on behalf of the data controller include personal
data relating to the individual,

. if it does, be supplied by the data controller with a description of

l. the categories of data being processed by or on behalf
of the data controller,

Il. the personal data constituting the data of which that
individual is the data subject,

1. the purpose or purposes of the processing, and

V. the recipients or categories of recipients to whom the
data are or may be disclosed.
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Section 4 (cont'd)
ii. have communicated to him in intelligible form

I the information constituting any personal data of which the
individual is the data subject, and

In. any information known or available to the data controller as to the
source of those data unless the communication of the information is
contrary to the public interest.

1. [processing by automatic means requirement subsection]

...as soon as may be and in any event not more than 40 days...”

Note: The width of section 4 and the corresponding management effort and time to
process and respond with copies of information

Response time = 40 days
Prescribed fee optional - 6.35
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Before looking for an exemption to requirement to respond consider:
definition of personal data is broad ‘.. relating to living individual ...’

is the information about or specifically about the data subject? (some ask the question ‘is the data
subject the focus or a dominant/main focus?’)

would data be no different if individual’s name deleted or replaced?

e.g. email reads - ‘shortly before Michael Smith entered the room for his disciplinary hearing, Peter Oakes
left the room with the company secretary’

is the fact that the name of Peter Oakes is recorded in an email his personal data that he is entitled to under
section 4? Surely the fact that Peter Oakes was recorded in writing as being in/leaving a room should not of
itself be personal data for the purposes of an Access Request lodged by him?

... but would this be the case if Peter Oakes was recorded on CCTV leaving the room (where he is arguably
the focus or main focus of the recorded information)?

are documents created by staff (in course of employment) their personal data?

probably depends upon the purpose behind the Access Request, e.g. is the request driven by a human
resources issue?

are board minutes personal data of the those attending the meeting and/or those named in the
meeting?

presumably board members will need to see the minutes to approve them
but what about third parties referred to in the minutes (e.g. a director of a supplier?)
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From The Sunday Times
February 25, 2007 Irish Fee —

How to claim back your penalty charges

Step 1: Open an alternative account

maximum charge
is 6.35

Sadly some banks will take their revenge by closing down your account when they pay out, so set
up another one elsewhere just in case. The Financial Ombudsmen has recently ruled against a
bank for doing this, so it is worth making an official complaint and you may get even more Note: | was once

compensation. informed by a bank
Step 2: Total all your charges employee that
transactions of an
account holder are

You need to know all the fines you have been charged by each bank or credit card. includin
charges from closed accounts, over the past six years (the time period is limited by law).

Send a letter to your bank requesting a comprehensive list of all past charges. You have a legal not hIS/her personal
right to do this under the Data Protection Act, and the bank can charge a maximum of £10. You data and therefore
can find a template letter at www.which.co.uk/bankcharges. same resu |t wou |d
The bank has a maximum 40 days to respond. If you don't get a reply, follow up with a telephone not be achieved in
call and then report it o the Information Commissioner for a breach of the act. Ireland???
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Formulate, disseminate and train staff on the internal
Access Request Policy and Procedures

place in compliance manual, intranet, employee handbook or
wherever your business thinks best

Formulate, disseminate and train staff on external
Access Request Policy and Procedures
place external policy and procedure on website
see www.garda.ie

Be clear as to whether you will apply the 6.35
prescribed fee and, if so, at what stage
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Completion of an Access Request Form

can ‘access request form’ be a mandatory requirement?
clearly not

if a (hon-mandatory) form is adopted, how could this be

implemented?
downloaded from your website?
available on application (perhaps seen as a stalling technique?)
Web-based form?

the aims (in good faith) should be (i) not to make it any harder for
a proper request to be made; and (b) easier for your business to
manage the process and respond.

Remember — employees are ‘living individuals’: make
sure your policy and procedures cover staff, contractors
and others within this sphere
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Data subject likely to complain to Data Protection
Commissioner

the more one is aware of one’s rights, the more likely to assert?

Commissioner’s response may include:
investigation of handling of request: section 10

use of Information Notice (sections 10(1A) and 12(1)) to compel
access data relating to complaint & other data

Commissioner recently won a case against Irish Rail for non-
compliance with an Information Notice

issue of Enforcement Notice
criminal proceedings (Irish Rail)
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The Data Protection Commissionar, Billy Hawkes indicated: ‘I am diszppointed in any case
where my Offce has o go to Court to get answers to some questions as part of an
investigation. In this case, we repeatedly tiied to establish the facts of the case that we were
investigating from larnréd Eireann, but just could not do so. Of cowrse itis of additional concern
that the company n question is a State company anc might, therefor, have been expected to
have takan a formal statutory investigation being conducted by my Office more seriously.

Teday's court proceedings demonstrate that | will not hesitate in taking a prosecution against
ary data controller, from any sactor, who fails o comply in full with a legal notice which | may
serve upon them. | wish to use my legal powers sparingly, but | will use them when necessary.

1'em glad to say that larnréd Eireann has now supplied answers to some of the issues posed by
my Office as part of s investigation. | am hopeful that the complaint which prompted this can

be concluded to the satisfaciion of all.”

Erds

CIRSPresentationDP20081118 to ICS Privacy Forum
© Compliance Ireland




6 !

“Failure to respond to an access request within the forty-day timeframe provided
under the Acts results in a breach of a data subject’s right of access.

A data controller who fails to inform the data subject of the reason for refusing an
access request contravenes Section 4(7) of the Acts.

Data controllers who appear to be breaking the law in this way are given ten days
from the start of my investigation to inform the data subject in writing (and to copy
the correspondence to my Office) of the provisions of the Acts upon which it is
relying to withhold the personal data.

If the data controller is unable to refer to any such provisions, it must comply with
the access request immediately or | will bring my Office’s legal powers to bear on
the case without further notice.”

In 2007:
DPC processed 83 complaints under the new procedures.

vast majority of data controllers investigated responded and took immediate steps
fulfil obligations to comply with data subject’s request.

Page 11 Annual Report 2007
CIRSPresentationDP20081118 to ICS Privacy Forum
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An Access Request may simply be a ‘cry for help’
i.e. person has exhausted all other avenues for
fair deal from an organisation.

In the mind of the data subject the request may
be:

fair minded
inexpensive

In the mind of the data controller, the request may
be:

unfair
time consuming
expensive

requiring a disproportionate effort
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Exceptions

sec 4(4A) states that opinions about the individual may be
given to him without the permission of the giver except
where the opinion is supplied ‘in confidence’
DPC says that the protection (from disclosing the opinion) is only
afforded in cases of ‘high threshold(s) of confidentiality’

simply placing the word ‘confidential’ at the top of page does not
automatically render it confidential

but a colleague who reports a matter ‘in confidence’ could be
expected to be protected (e.g. whistleblowers)

consider Financial Regulator’s Fit & Proper Code and Reporting of
Compliance Concerns

CIRSPresentationDP20081118 to ICS Privacy Forum
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see section 5 - provides that the right of access does not apply in a
number of cases. The Act seeks to strike a balance between the
rights of the individual & important needs of society (e.g. the needs
to investigate crime and to protect the international relations of the
State. Also covered is advice & litigation privilege. (See sec 5 DPA
for more)

right of access may also be refused where:
medical data and social workers’ data is involved
release involves another individual's data (without that other person’s
consent). NB sec 4(4A) above

where it is impossible for the data controller to provide the data or
where it involves a disproportionate effort

back-up data is excluded (sec 5(1)(i))
CIRSPresentationDP20081118 to ICS Privacy Forum
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Could you reject an ‘Access Request’ on grounds of non-compliance with
section 4 where

received by email?
arguably caught?

Information (including information incorporated by reference) shall not be denied
legal effect, validity or enforceability solely on the grounds that it is wholly or partly
in electronic form, whether as an electronic communication or otherwise. (section
9 Electronic Commerce Act 2000)
but then see section 12(1)(c) which provides that the recipient (i.e. data controller)
;nust consent to the provision of the information (i.e. access request) in electronic
orm.

is Munster Bank expected to answer ‘Access Requests’ sent to
webmaster@munsterbank.ie?

what about email sgoofing. Is Peter Oakes of Lower Ground Floor 13
Adelaide Road, Dublin 2 in fact ‘oakespeter2@hotmail.com’? The
same/analogous safeguards as to confirming the identity of requester must
apply. (see section 4(3) DPA)

non-payment of prescribed fee

section 4(1)(c)(i) seems to leave this point open for debate
CIRSPresentationDP20081118 to ICS Privacy Forum
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Section 4(1)(a) Subject to the provisions of this Act, an
individual shall, if he or she so requests a data controller
by notice in writing ... as soon as may be and in any
event not more than 40 days after compliance by the
individual with the provisions of this section ...

Section 4(1)(c)(i) A fee may be payable to the data
controller concerned in respect of such a request as
aforesaid and the amount thereof shall not exceed such
amount as may be prescribed or an amount that in the
opinion of the Commissioner is reasonable, having
regard to the estimated cost to the data controller of
compliance with the request, whichever is the lesser.
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See section 4(7) — Notification of refusal
must state reasons for refusal
must indicate to requester that he or she may complain to DPC

if you are a financial firm, remember to record any compliant into your complaints log and
follow your complaint procedures

Note — the notification of refusal might not be required where the request was
not made (i) by an individual and (ii) in compliance with section 4.

but is it really worth not responding unless you are 100% certain of your legal
grounds?

Note: “If a person or organisation does not comply with an access request

which you have made, it is open to you to make aco  mplaint to the Data

Protection Commissioner. The Commissioner will inve stigate the matter for

you and ensure that your rights are fully upheld. T he Commissioner has wide

powers to investigate complaints made to him and wi Il take appropriate action

against any persons or organisation who is not comp lying with the provisions

of the Acts.” (Guidance to data subject from DPC at www.datapriva  cy.ie)
CIRSPresentationDP20081118 to ICS Privacy Forum
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Under section 4(9) - must supply the data
subject with a copy of the information
concerned in permanent form unless —

(a) the supply of such a copy is not possible or would
involve disproportionate effort, or

(b) the data subject agrees otherwise.

CIRSPresentationDP20081118 to ICS Privacy Forum
© Compliance Ireland




8 ) )

Thinking about the work of the DPC to
date (and other regulators) it seems to the
presenter that these bodies are seeking to
make us (data subjects / customers /
consumers) deputy regulators.

the more aware of our rights, the more
likely we will utilise these rights (allowing
the DPC to allocate resources more
effectively)
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Where an offence under this Act has been committed by a
body corporate and is proved:

to have been committed with the consent or
connivance of or

to be attributable to any neglect on the part of

a person, being a director, manager, secretary or other
officer of the body corporate, or a person who was
purporting to act in any such capacity, that person, as well
as the body corporate, shall be guilty of the offence and
shall be liable to be proceeded against and punished
accordingly.
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One common failure by senior management is not understanding
and appreciating how their business is affected by data protection

it is often assumed that the ‘compliance officer’ or some other ‘back
office’ function is tackling the issue

because it is not seen as a revenue raising item

but in fact it is more likely to be a cost reduction item
...and then it slips between the gaps

Often there is a lack of awareness as to which company/entity is
performing what tasks

step back and draw out a picture of the players

identify your firm’s role

i.e. controller versus processor

identify apportionment of responsibility and accountability

document the relationship between the parties (note section 2C(3)DPA)

document policies and procedures
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Do you have Data Protection Policies?

Have you identified relevant personnel/torch bearers?
apportion responsibility

Have you documented your key Data Protection Procedures?

Have you identified and executed your training needs?

How are you monitoring compliance with your obligations?
will you undertake a Fact Find or Audit

Has management identified a suitable person to act as the
Data Protection Officer?

Have you implemented a Privacy Statement on your website?
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Basic corporate governance issue

Defence against section 29 action

Address high level issues

Identify your ‘Champions/Torch Bearers’

Set the company’s data protection risk appetite
Provide signalling mechanism to staff
Allocates responsibility & resources

Address the issue of outsourcing
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Board (Non-Execs) Others
Regulatory/Public Those with access to
Affairs CCTV, tapes
HR personnel Line managers
Marketing & Product All who have access —
Development e.g. Affiliates — can they
Sales access your system?

IT Security/Operations

Legal Who are your_Torch

Bearers for Customer & HR
data?
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All directors, officers and staff need clear and specific
data protection procedures

stratify your procedures:

those dealing with personal data on a daily basis need full
procedures
those dealing with sensitive personal data need extra attention

those not dealing with personal data must as a minimum receive
detailed data security procedures

Procedures should feature prominently in your staff
handbook or other desktop procedures
build compliance with same into yearly appraisal process
no data protection compliance, no bonus
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section 2C(2): obligation to train staff on Principle 4
(i.e. data must be protected against unauthorised
access, alteration, disclosure or destruction, or

unlawful processing)

Stratified training
focus on the varying needs of Torch Bearers

Make data protection an attitude of mind — like seat
belts, drink driving & (anti) money laundering
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Responsibility of who??
Regulatory Affairs/Compliance/Legal?
Data Protection personnel?
Internal audit?
Operations department/Risk department?
Human Resources department?
Marketing and/or Sales?

[a mix of the above?]

Consider monitoring Data Processors also!
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AUDIT

CHECKLIST \

Data Protection
Obligations

94

GAPS
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Not a statutory role

Helps ensure / coordinates that all conflicts of
interest are managed properly

Recognises the underlying public policy objectives
Becomes the fountain of knowledge within
organisation

the role is not to be an expert
but to know when an expert is needed
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Compliance Ireland Regulatory Services Ltd
Lower Ground Floor, 13 Adelaide Road, Dublin 2

Ph +353 1 425 5962

Email peter@complianceireland.com

Websites:
www.complianceireland.com
www.antimoneylaundering.ie
WWw.privacy.ie

www.mifid.ie
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