
© Compliance Ireland Regulatory Services Ltd

��������	��
 �����
����������
������������������������

Peter Oakes

Principal
Compliance Ireland Regulatory Services

March 2007

© Compliance Ireland Regulatory Services Ltd

��������	��
 �����
�����
����������������

This presentation is intended to give general guidance.  
It is not intended to be comprehensive nor to provide 

any specific legal advice and should not be relied upon 
as legal advice.  Attendees should seek professional 

advice on each particular factual situation.

The material in this presentation (except for newspaper clippings) is the copyright of 
Compliance Ireland Regulatory Services Limited and may not be reproduced without 

written permission.
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About Compliance Ireland

Compliance Ireland provides regulatory consulting and training services to IFSRA and FSA 
regulated firms and to solicitors, accountants, estate agents, telecoms, universities and other 
businesses in respect of their various regulatory obligations.  Areas covered include financial 
services, anti-money laundering, data protection, risk assessments and business coaching.

Peter Oakes , is a Solicitor (Ireland, UK & Australia) with 15 years of experience working in 
financial services regulators and financial institutions in Dublin, London and Sydney. He is 
also a member of ACAMS (the international anti-money laundering group). In addition to 
working in capital markets, investment management and fund administration as a Lawyer, 
Compliance Officer and Money Laundering Reporting Officer, Peter was responsible for data 
protection compliance in Ireland & the UK. 
Ph 087 273 1434 Email peter@complianceireland.com

Kevin O’Doherty is a Fellow of the Institute of Chartered Accountants in Ireland with 16 years 
experience working in mutual funds and related financial services. In addition to 8 years 
experience as board director of an Irish funds custodian, Kevin has served as MLRO for many 
Irish authorised funds and managers. 
Ph 087 828 0525 Email kevin@complianceireland.com

Contact details: Compliance Ireland , Mespil House, Sussex Road, Ballsbridge, Dublin 4 
www.complianceireland.com www.antimoneylaundering.ie www.mifid.ie
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Topics

� Registration Requirements
� Compliance with fair processing rules
� Compliance with consent requirements
� Data Subject Access Requests
� Monitoring employee email & internet use
� Requirements for employing data processors
� Enforcement Powers of the Commissioner
� Website Privacy Statements
� Some cases from the DPC’s files

A bit ambitious, but this session is aimed at givin g attendees 
an overview of certain key data protection requirem ents which 
other speakers will address in greater detail
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© Irish Times 2 March 2007
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© Irish Times 3 February 2007

© Irish Times 24 February 2007
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© Irish Times 3 October 2006
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� Section 16:

� certain categories of data controllers are required to register providing 
that personal data is being held in an automated form (e.g. on 
computer). DC must have presence in the State (i.e. Ireland)

� all data processors (who process on behalf of DC) are required to 
register

� Forms - Data Controllers - Form DPA 1, Data Controller (2 
or more purposes) – Form DPA 2, Data Processors - Form 
DPA 3

� Amendment to section 16 (effectively widening the persons 
required to register) is planned for 2006 (see DPC Annual 
Report p. 20)

� See Registration Guidance Notes at www.dataprivacy.ie
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� The Government
� A Minister of the Government
� The Attorney General
� The Comptroller and Auditor General
� The Ombudsman
� A local authority, a health board and any relevant body
� Companies where majority of shares held by/on behalf of a 

Minister
� Minister/Government appointed bodies
� Certain individuals appointed to ‘an office’
� Certain other public authorities, bodies or persons 
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� Financial Institutions
� Insurance Companies
� Businesses - direct marketing, credit references or 

collecting debts 
� Businesses – which process sensitive personal data 

(e.g. racial origin, sexual life)
� Businesses - Internet access providers

� Businesses - Telecommunications service providers

Note - amendment expected in 2007/8??
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Data processors - whose business consists wholly 
or partly of processing personal data on behalf of 
data controllers are also required to register
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� Registration & annual renewal fee based on number 
of employees

� Same methodology for DCs and DPs

� 573,421 raised from fees + � 1,392,782 public 
purse = � 1,966,203 (2005)
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� If you required, but do not register, then you commit 
an offence

� Would you risk it (given the modest fee levies)?
� If details contained in your register entry become out 

of date you need to apply for amendment
� Why?
� Because data handling practices not in conformity with 

your registration might lead to an offence

� Refusal – unusual; but effect is significant as it is 
offence for a DC or DP to process personal data 
unless it is properly registered 
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Registration Numbers end 2005:

� Data Controllers: 5,303

� Data Processors: 603

� S.I 535/2003: 27

� Total: 5,933
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� A potential minefield – just scratching the surface 

here
� What is consent?
� How is it evidence?
� Will focus on Principles 1, 2 (& 8) but the issues of 

fairness & consent  permeate throughout the Act 
and the Principles
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We must:

1. Obtain and process data fairly
2. Keep it only for specified & lawful purposes
3. Process only in ways compatible with the 

purposes for which it was given to us initially
4. Keep it safe & secure 
5. Keep it accurate & up-to-date 
6. Ensure that it is relevant & not excessive
7. Retain it no longer than is necessary
8. Give access to data on request
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Key requirements:

� The person’s consent must be obtained (unless 
exception exists)

� The purpose of collection must be made clear
� Identify the Data Controller
� The person’s right of access, correction, blocking & 

erasure must be disclosed
� Must advise of right to opt-out of direct marketing (but 

what about opt-in?)
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Examples of where this has gone wrong:

� Insurance company & Bank - cross-marketing of a third-party 
product  [CS 1/2001]* 

� Taping telephone calls without informing the caller [CS 
2/2002] 

� School published personal details (& images) of students on 
website without consent [CS 10/1998] 

� Charity sold its donor list to bank [CS 2/2001]

� Night Club - collection of mobile numbers for marketing 
purpose [CS 12/2005]

* CS 1/2001 = DPC Case Study 1 of 2001
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Key requirements:

� Have a clear purpose for collecting the data
� Specify this at point of collection
� Must have consent, implicit or explicit (espec. if 

sensitive personal data), otherwise need to fall into one 
of the statutory permission categories. Also note 
application of section 8 (disclosure of personal data in 
certain cases)

� Consider your application forms / customer agreements 
� Consider your employment contracts & staff policies
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� Case Study 2/2000 - Dept of Education withheld 
pay from strikers on basis of union membership 
field on its payroll database

� Research organisation obtained patient details 
from hospital [1/1997]

� Financial Institution used customer records for 
direct marketing (use of small print) [4/1997]
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� An individual’s right to personal privacy is breached if the 

data provided by such an individual is processed in a 
manner incompatible with the purpose for which it was 
given. For example, in a case where financial 
information is given by an individual to a mortgage 
intermediary for the sole purpose of obtaining a 
mortgage, the obligation falls on the intermediary to 
ensure that such personal information remains 
confidential and is not disclosed to unauthorised 
individuals. A practical example to illustrate the point 
relates to lead information for potential mortgage 
applicants which is legitimately provided by third parties. 

Guidance to mortgage intermediaries: 21/12/2006

© Compliance Ireland Regulatory Services Ltd

&���	��$����' �� ��������	�����

� The 3rd party - auctioneer, estate agent and other 3rd

party (e.g. life insurance broker) – breaches the 
DPAs where he/she/it processes personal data 
received from mortgage intermediary (M.I.) if 
individual has not given permission

� Defence / mitigation available where 3rd party 
honestly and reasonably believes that M.I. is 
permitted to pass personal data to 3rd party
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� The above shows why ‘consent’ (implied or explicit) is 
important

� The easiest way to demonstrate compliance (if asked) is 
to obtain consent in writing (e.g. signed application form)  

� Why?
� because section 2A (personal data) and section 2B 

(sensitive personal data) require consent
� processing sensitive personal data requires ‘explicit 

consent’ (i.e. clear & unambiguous indication of agreement)
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� If (non-sensitive) personal data, you can process without 
consent where it is:
� necessary to carry out a contract 
� to engage in pre-contract activities
� carried out in order to comply with a legal obligation
� necessary to prevent injury or damage to an individual or 

property
� necessary for your legitimate business needs and no 

prejudice to the rights of individuals arise

Note: the word used is ‘necessary’ not 
‘convenient’!
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� If sensitive personal data, you can process without 
consent where:
� processing is necessary for the purpose of exercising/performing any 

right/obligation conferred/imposed by law in connection with 
employment

� processing is necessary to prevent injury or other damage to the 
health of the data subject or another person or otherwise to protect 
their vital interests where consent cannot be reasonably obtain

� processing carried on in the course of the legitimate activities of a non 
profit-making organisation & exists for political/philosophical/religious 
or trade union purposes

� the information has been made public (which the individual has 
allowed to become public)
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� If sensitive personal data, you can process without 
consent where (cont’d):
� for medical purposes (by a health professional or someone who 

owes an equivalent confidentiality duty to the individual)
� obtaining legal advice/purposes of litigation or otherwise necessary 

for the purposes of establishing, exercising or defending legal 
rights

� necessary in order to obtain information for statistical compilation & 
analysis purposes

� others – political parties (political opinions), made by Regulation, 
tax/revenue assessment & raising

(Warning – check sections 2, 2A & 2B if you wish to rely upon 
an exception / consider advice / call DPC)
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1. In 2005 two elderly persons found dead in their homes after gas had 
been cut off.  Gas company claimed it was against the (UK) Data 
Protection Act to inform social services!

2. Chief Constable of Humberside Police stated that Data Protection Act 
(UK) was responsible for police’s lack of searchable records.  Police 
claimed that they had to delete information on sex offences attributed to 
Huntley and therefore no searchable information was available on
Huntley.

3. Jane Durkin, (UK) Assistant Information Commissioner* “Patient safety 
is paramount. The Data Protection Act does not prevent hospitals using 
patients’ names on boards or cards on individual’s beds.”
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Hmmm …. !

Hmmm …. !

http://www.informatics.nhs.uk/cgi-
bin/item.cgi?id=1116&d=11&h=24&f=46&dateformat=%25o%20%25B%20%25Y
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Gallery staff rebel over fingerprint database plan
Irish Times, Wed 23 February 2005

� Biometric "clocking in" system planned by National Gallery
� Examined by the Data Protection Commissioner, following a complaint 

by a member of staff
� Allows automatic identification or authentication/verification of a person
� DPC acted swiftly and issued guidelines on 23 March 2005 addressing 

the use of biometric systems
� Do these systems breach Principle 1 (obtaining fairly) and Principle 6 

(not excessive)?
� DPC also noted that ‘biometric’ material is ‘sensitive personal data’ and 

therefore explicit consent may be required
� Consent is not generally a ‘satisfactory legitimiser’ in an employment 

context
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DPC Case Study 1/2005

Interesting case study from the perspective of balancing an 
individual’s right of the privacy against public function 
obligations (public interest) of the National Gallery (noting 
security safeguards in place and retention of data)
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Dear ...

I wish to make 
an access 
request ….

Dear ...

I wish to make 
an access 
request ….

Work is on the way!

‘Access requests’ are 
not prescribed forms
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� Section 3 gives right to establish existence of personal data 
– response time = 21 days

� Section 4 gives right of access – response time = 40 days
� ensure that those who process personal data are aware that 

data may be disclosed in an access request
� have a pre-determined view of what data will be covered by an 

access request
� ensure that request is from the data subject concerned (i.e. not 

bogus) 
� ensure that the data is not sanitised before release
� (ensure that individuals (inc employees) are advised of their 

rights to make an access request)
© Compliance Ireland Regulatory Services Ltd
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Irish Fee –
maximum charge
is � 6.35
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Exceptions

� sec 4(4A) states that opinions about the individual may 
be given to him without the permission of the giver 
except where the opinion is supplied ‘in confidence’
� DPC says that the protection (from disclosing the opinion) is 

only afforded in cases of ‘high threshold(s) of confidentiality’
� simply placing the word ‘confidential’ at the top of page does 

not automatically render it confidential
� but a colleague who reports a matter ‘in confidence’ could be 

expected to be protected (e.g. whistleblowers)
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� see section 5 - provides that the right of access does not apply 
in a number of cases.  The Act seeks to strike a balance 
between the rights of the individual & important needs of 
society (e.g. the needs to investigate crime and to protect the 
international relations of the State. Also covered is advice & 
litigation privilege.  (See sec 5 for more) 

� right of access may also be refused where:
� medical data and social workers’ data is involved
� release involves another individual’s data (without that other person’s 

consent). NB sec 4(4A) above

� where it is impossible for the data controller to provide the data 
or where it involves a disproportionate effort
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Principle 8 – data must be disclosed to the data subject on request, 

and corrected or destroyed where they so request (subject to other 
considerations)

Examples: 
� Employer refused to furnish copy of employee’s medical report.  

Employer mistakenly relied upon sec 5(1)(g) (claim of privilege) to 
justify refusal [1/2004]

� Life assurance company and medical reports – access request 
denied (sec 5(1)(g) - claim of privilege not disputed by DPC) 
[2/2005]

Consider also
� If you don’t release all relevant information to requester (without 

lawful grounds), will this prohibit you from relying upon such 
information before an employment tribunal?
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� Legitimate interests of employer to protect their 
business

� Examples of monitoring
� How to go about monitoring
� Potential adverse impact
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� See DPC Monitoring Guidance Note at www.dataprivacy.ie

� DPC accepts that businesses have a legitimate interest to 
protect their business, reputation, resources & equipment

� this might involve monitoring staff’s use of e-mail, internet and 
telephone

� and might also involve voicemail (sound data) & CCTV (image data) 
monitoring

� NB: In the absence of a clear policy, employees will have a 
reasonable expectation of privacy

� New Guidance: Use of CCTV on a business premises, including toilet 
areas

© Compliance Ireland Regulatory Services Ltd
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‘Monitoring’ is not defined in the Act, but may 
involve:

� scanning/opening emails/voicemail
� checking for inappropriate emails
� reviewing websites visited
� tape recording (see see case study 2/2002)
� checking logs of telephone numbers called
� checking credit status
� CCTV footage

AND … consider whether there is any need for 
systematic monitoring, as opposed to monitoring in 
response to a specific need/threat
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On ‘monitoring’ DPC Guidance Note states :

� should be carried out in the least intrusive way possible
� only in exceptional circumstances associated with a 

criminal investigation (and in consultation with Garda) 
should covert surveillance be engaged

� must be proportionate to the risk the employer faces taking 
into account the legitimate privacy interests of the worker

� staff to be aware of what employer is collecting on them 
(directly & from other sources)
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� Don’t forget staff can serve a Access Request to 

check on what the employer is collecting & the 
sources from which the data being monitored is 
derived

� Monitoring must be adequate, relevant & not 
excessive and not retained for longer than is 
necessary for which the monitoring is justified

� The DPC encourages firms to agree workplace 
policies to evidence the balance required between 
the employer’s (legitimate) rights and the workers’
privacy rights
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� At the end of the day ‘any monitoring activity 
should be transparent to workers’ and others

� See DPC’s Template for Acceptable Useage Policy 
for Email and Internet
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Consider if an ‘impact assessment’ is warranted
1. have a clear purpose & identifiable benefits
2. identify any potential adverse impacts
3. consider any alternative means of achieving 

goals
4. take the obligations which arise from monitoring 

into account
5. consider whether the monitoring remains justified

* The above are suggested in the UK Inform. Comm’s.  
Guidance © Compliance Ireland Regulatory Services Ltd
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Sec 2C(3) 
� Need a contract in writing (or equivalent) which provides 

that the DP carries out the processing only on & subject 
to the instructions of the DC & that the DP complies with 
sec 2(1)(d)
� sec 2(1)(d) requires appropriate security measures be taken 

against unauthorised access, unauthorised alteration, disclosure
or destruction of the data, espec. if it is transmitted over a 
network [NB 2(1)(d) applies direct]

� The DP must give sufficient guarantees re technical & 
organisational measures governing processing

� DC must take reasonable steps to ensure compliance
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� So in a nutshell – if you outsource to a 
DP, then you should monitor their 
activities

� Is this part of your risk/compliance 
monitoring programme?

� It is not just about contracts & paperwork!
� Why: 

� because sec 7 gives rise to a duty of 
care

� if your DP breaches its obligations, 
the DC is in the firing line & may have 
to make good any loss suffered by a 
data subject 
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This headline appeared in © Ireland on Sunday on 30 May 2004.

Leaving aside any employment transgression matter consider (a) 
whether monitoring was lawful and justified and (b) the role of the data 
processor, i.e. any unlawful disclosure of personal data.

BANK
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� Raises awareness among both data subjects & data 

controllers
� Maintains the register
� Liaises with other Data Protection bodies 

internationally
� Investigates complaints & takes enforcement action

Billy Hawkes
Data Protection Commissioner

© Compliance Ireland Regulatory Services Ltd

1889�2��$����������)0�1/

� Privacy Survey

� Balance between right of privacy 
and fight against terrorism

� First SPAM conviction

� New ‘opt-out’ facility (or ‘do not 
call’) agreed with ComReg

� Decentralisation

� First formal authorisation using EU 
Model Contracts

� Complaints & Case Studies

© Compliance Ireland Regulatory Services Ltd
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2005 Annual Report highlights:

� an increase in number of public enquiries from 10,000 

(2003) to > 15,000 (2005). 
� an increase in number of formal complaints from 258 

(2003) to 385 (2004) down to 300 (2005). 
� one prosecution (marketing messages sent to mobile 

phones).  [NB: Previously, two law firms were 
prosecuted for failing to register with the DPC (2003)]

� 3 comprehensive audits carried out - The Irish Credit 
Bureau, Tesco Ireland & Lucan District Credit Union

© Compliance Ireland Regulatory Services Ltd
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And the 
winner is …
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� Investigations
� Power  to obtain information
� Power to enforce compliance with the Act 
� Power to prohibit overseas transfer of personal data
� Powers of "authorised officers" to enter and examine

premises 
� You can appeal the DPC’s powers or decisions to 

the courts
� Prosecution of offences under the Data Protection 

Acts and S.I. 535 of 2003 (has already prosecuted 
using this regulation)

� Codes of Practice

© Compliance Ireland Regulatory Services Ltd

����������&��	������7�
1���������
� Summary conviction: fine  � � 3,000
� Conviction on indictment: fine  � � 100,000
� Data material connected with the offence may be 

forfeited or destroyed
� Corporates - Directors & senior management could 

be personally liable
� Non-corporates – Members could be personally 

liable
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� Failing to register as Data Controller (if required)
� Failings by all data controllers (whether registered or not)
� Failings by employees or agents of data controllers 
� Failing to register as a data processor

� Failings by data processors (whether registered or not) 
� Offences by employees or agents of data processors 

� Offences by directors, officers & senior management etc
� Offences by any persons 
� Offences by Direct Marketers under S.I. 535 (Electronic 

Communications Regulations) 
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� DPC Guidelines for the 
contents and use of 
Privacy Statements on 
Websites in August 
2004

� Legal background
� Data Protection Acts 

1988 & 2003 
� The European 

Communities (Electronic 
Communications 
Networks and Services) 
(Data protection and 
Privacy) Regulations 
2003

© Compliance Ireland Regulatory Services Ltd
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� Does your business website need a privacy 
statement?

� You collect personal data (e.g. visitor filing in web forms, feedback 
forms, etc) through website – YES

� Your website uses cookies or web beacons – YES
� You covertly collect personal data (IP addresses, e-mail addresses etc) 

– YES

� Privacy Statement content
� Identity
� Purpose – must include both overt and covert purposes
� Extent of data being processed – if different data are used for different 

purposes, this should be clearly referred to in your Privacy Statement
� Disclosure – do you release personal data to a third parties  
� Right of Access – website to include your Access Request procedures
� Right of Rectification
� Right to refuse Cookies

© Compliance Ireland Regulatory Services Ltd
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� Where should my Privacy Statement appear on my 
website?

� in an obvious position 
� be placed in the upper half of the entry page to a 

website
� not be contained in another document (e.g. separate 

from website terms and conditions and other legal type 
notices) 
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�

�
�

�

�

Items listed (a)-(h) to appear on company letters/order forms.  Items 
‘ticked’ to appear on website 
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� “Offences and penalties - the company and every 

officer of the company who is in default, and any 
person in accordance with whose directions or 
instructions the directors of the company are 
accustomed to act and to whose directions or 
omissions the default is attributable, is guilty of an 
offence. 

� Summary conviction = fine � � 2,000

� Continuing fine � � 100 for each day on which the 
offence is continued
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� Is your website used to collect personal data?
� Does your website use cookies or web beacons?
� Do you covertly collect personal data (IP 

addresses, e-mail addresses etc)?
� Then you need a Privacy Statement
� Good templates

� Not collecting personal data – see the DPC’s 
Privacy Statement

� Collecting personal data – see www.pigsback.ie
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� Need to specifically inform of processing & purpose
� The following must be in your Privacy Statement:

� Identity; 
� Purpose; 
� Disclosure (to 3rd parties); 
� Right of Access; 
� Right of Rectification; 
� Extent of processing; 
� Right to refuse Cookies.  

� To appear in a prominent location (not buried away).  
Guidelines required it appear in ‘upper half’

� No requirement that it be approved
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Compliance Ireland Regulatory Services Ltd
Mespil House, Sussex Road, Ballsbridge, Dublin 4 
Ph 087 273 1434 
Email peter@complianceireland.com

Websites: 
www.complianceireland.com
www.antimoneylaundering.ie

www.mifid.ie


